Oracle Linux 7 — How to audit
changes to a trusted file such as

/etc/passwd or /etc/shadow
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Linux auditing is quite powerful and a lot of different use cases might be handled via the auditing
framework. However, in this blog I would like to show you, how to audit changes on trusted files, like
/etc/passwd or /etc/shadow. Of course, you are not limited to these files. You can audit whatever you

want. Maybe the sqlnet.ora, the /etc/oratab or Oracle wallets are of more interest in your environment.

Before we start, we got to make sure that the the auditd deamon is enabled and running.




Now we can start implementing our first rules. One for auditing the passwd and on for shadow.




The options that I used are, -w, which is the path_to_file. In other words, the file or directory that is

audited. The next one is -p. These are the permissions that are logged, which can be:

* r — read access to a file or a directory
* w — write access to a file or a directory
* x — execute access to a file or a directory

® a — change in the file’s or directory’s attribute

Last but not least, -k. This is the key_name which is an optional string. That one is a quite important one.
The key_name is a tag that you can assign to your audit rule. Especially when your audit logs are huge, it
can help you enormously to identify which rule or set of rules generated a particular log entry. We will

see it later, when it comes to audit search, how beneficial the tagging is.

Be aware that audit rules defined by auditctl are not persistent across reboots. You have to include them
in the /etc/audit/audit.rules file, in case you want to make them persistent. The beauty of the audit.rule
file is, that is uses the same auditctl command line syntax to specify the rules. E.g. you could simply pipe

the auditctl output into your audit.rules file, and it works. A good practice, is of course to backup your

current audit.rules file.




Now we start doing our first test, by simulating a read on the /etc/passwd file by the oracle user.

The read created immediately a log entry in the audit.log file.




The audit.log is kinda cryptic to read. This is where the ausearch and aureport come into play. E.g. we

can combine the tag, which we have created beforehand with a start time.




Maybe, you want to limit the audit search, to display only data about user oracle. To do so, use the —uid

switch.




Now we can see clearly, that user oracle run the cat command on the /etc/passwd this midday.
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