Authenticate AIX using MS
D(C’s kerberos servers (Active

Directory)
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In your environment, it’s critical for auditors to have only one centralized source of users/passwords.
There are tons of ways AIX can do this. The way I use is using Windows active directory’s kerberos

servers. Here’s what I do:

1- First, install kerberos5 from any source (DVD, NIM server or other. If remember well it’s on the
expansion DVD for AIX):




2- Unconfigure any old kerberos configuration on your AIX.

3- Let’s configure kerberos on our AIX:




4- Edit manually /etc/krb5/krbS.conf as shown below:







5- Change /usr/lib/security/methods.cfg depending of version of AIX (5.3, 6.1 or 7.1) you have:

If AIX5.3 add:

at the end of the file /usr/lib/security/methods.cfg

If AIX6.1 add:




at the end of the file /usr/lib/security/methods.cfg

If AIX6.1 add:

at the end of the file /usr/lib/security/methods.cfg

6- Verify if kerberos authentication is working properly:




Validate if the kerberos ticket was loaded correctly using command klist:

7- Change attributes registry and SYSTEM of the user who wants to log using kerberos:




Just thanks if the post was helpful
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