RHEL: ACLs basics
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Files and directories have perm ssion sets for the owner of the file,
the group associated with the file,

and all other users for the system However, these perm ssion sets
have limtations. For exanple, different

perm ssions cannot be configured for different users. Thus, Access
Control Lists (ACLs) were inplenented.

The Red Hat Enterprise Linux kernel provides ACL support for the ext3
file system and NFS-exported file

systens. ACLs are al so recogni zed on ext3 file systens accessed via
Sanba.

Along with support in the kernel, the acl package is required to
I mpl ement ACLs. It contains the utilities

used to add, nodify, renove, and retrieve ACL information.

The cp and nmv commands copy or nove any ACLs associated with files
and directories.

Before using ACLs for a file or directory, the partition for the file
or directory must be nounted with

ACL support. If it is a local ext3 file system it can be nounted
with the foll ow ng conmand:

# mount -t ext3 -0 acl <device-nanme> <nountpoint>

For exanpl e:



# mount -t ext3 -o acl /dev/ Vol Goup00/LogVol 02 / wor k

If an ext3 file systemis accessed via Sanba and ACLs have been
enabled for it, the ACLs are recogni zed

because Sanba has been conpiled with the "--w th-acl-support” option.
No special flags are required when

accessing or nounting a Sanba share.

We can use 'tune2fs' to set ACLs as a default nount option:

# tune2fs -0 acl </ dev/ vol une/ home>

By default, if the file system being exported by an NFS server
supports ACLs and the NFS client can read
ACLs, ACLs are utilized by the client system

To di sabl e ACLs on NFS shares when configuring the server, include
the "no_acl"” option in the /etc/exports
file. To disable ACLs on an NFS share when nounting it on a client,

mount it with the "no_acl" option via
the command line or the /etc/fstab file.

There are two types of ACLs: access ACLs and default ACLs. An access



ACL is the access control list for

a specific file or directory. A default ACL can only be associ ated
with a directory; if afile within

the directory does not have an access ACL, it uses the rules of the
default ACL for the directory.

Default ACLs are optional

ACLs can be confi gured:

- Per user

- Per group

- Via the effective rights nask

- For users not in the user group for the file

The 'setfacl' utility sets ACLs for files and directories. Use the
"-m' option to add or nodify the ACL of a
file or directory:

# setfacl -m <rules> <files>

Rul es nmust be specified in the following formats. Miultiple rules can
be specified in the sane command
if they are separated by commas.

u:uid:perns - Sets the access ACL for a user. The user nane or UD
may be specified. The user may
be any valid user on the system

g:gid:pernms - Sets the access ACL for a group. The group nanme or
G D may be specified. The group
may be any valid group on the system

mperns - Sets the effective rights mask (nomal perm ssions). The
mask is the union of all perm ssions
of the owning group and all of the user and group
entries.

o:perns - Sets the access ACL for users other than the ones in the



group for the file.

Per mi ssi ons nust be a conbination of the characters "r", "w', and "x"
for read, wite, and execute.

If afile or directory already has an ACL, and the 'setfacl' command
Is used, the additional rules are

added to the existing ACL or the existing rule is nodified.

For exanple, to give read and wite perm ssions to user "andrius":
# setfacl -m wu:andrius:rw /project/sonefile
To renmove all the perm ssions for a user, group, or others, use the
"-x" option and do not specify any
perm ssi on:
# setfacl -x <rules> <files>

For exanple, to renove all perm ssions fromthe user with U D 500:

# setfacl -x u:500 /project/sonefile

To set a default ACL, add "d:" before the rule and specify a
directory instead of a file nane.

For exanple, to set the default ACL for the "/share" directory to
read and execute for users not in

the user group (an access ACL for an individual file can override

it):

# setfacl -m d:o:rx [/share



To determine the existing ACLs for a file or directory, use the
"getfacl' command. In the exanple bel ow,
the "getfacl' is used to determne the existing ACLs for a file.

# getfacl hone/john/picture. png
The above command returns the foll ow ng output:
# file: hone/john/picture.png

# owner: john
# group: john

user: :rw
group::r--
other::r--

If a directory with a default ACL is specified, the default ACL is
al so displayed as illustrated bel ow
For exanple, "getfacl hone/sales/"™ wll display simlar output:

# file: hone/sales/
# owner: john

# group: john
user::rw

user: barryg:r--
group: :r--

mask: :r--
other::r--

defaul t:user::rwx
def aul t: user:john:rwx
defaul t:group::r-x



def aul t: mask: : rwx
default:other::r-x

By default, the 'dunmp’ command now preserves ACLs during a backup
operation. Wen archiving a file or file

systemwith "tar', use the "--acls" option to preserve ACLs.
Simlarly, when using 'cp' to copy files with ACLs,
i nclude the "--preserve=node"” option to ensure that ACLs are copied

across too. In addition, the "-a" option

(equivalent to "-dR --preserve=all") of 'cp' also preserves ACLs
during a backup along with other information

such as tinestanps, SELinux contexts, and the Ilike.

The "star' utility is simlar to the "tar' utility in that it can be
used to generate archives of files; however

sone of its options are different. The 'star' package is required to
use this utility.

If an ACL has been set on any file on a given file system that file
system has the "ext_attr attribute.
This attribute can be seen using the foll ow ng command:

# tune2fs -l <filesystemdevice>



A file systemthat has acquired the "ext_attr" attribute can be
mounted with ol der kernels, but those
kernel s do not enforce any ACLs which have been set.

Versions of the 'e2fsck' utility included in version 1.22 and higher
of the 'e2fsprogs' package (including

the versions in Red Hat Enterprise Linux 2.1 and 4) can check a file
systemwith the "ext_attr" attribute.

O der versions refuse to check it.
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