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Let’s say, the tnsnames.ora is a quite important file on your system, and you want to make sure that you
notice when someone changes the file. Taking a look at the modification time of that file would be good

idea, or not?

Per default, the Is -1 command show only the (mtime) modification time. In my case, I know that the

tnsnames.ora was changed on “Feb 9 11:24”.

But in reality, more time stamps are stored. The atime, the ctime and the mtime.

e atime is the access time (only stored in filesystem is not mounted with the noatime option)
e ctime is the change time, meaning the inode was change, e.g. with the chmod command

e mtime is the modification time, meaning the content changed

The ctime is often misinterpreted as “creation time”, but this is not the case. The creation time of a file is
not recorded with XFS. There are other file systems that can do it, like ZFS, but XFS does not support

“creation time”. You can use the stat command to see all time stamps in one shot.



Ok. Now someone comes along and changes the tnsnames.ora

A change was done, and the modification time of that file changed immediately.



And also other timestamps might have changed like the atime and ctime.




Cool, now I know that the file was changed at “Feb 9 11:31”. But how reliable is that information? With

the touch command, I can easily change the modification time to any value I like. e.g. I can set it to the

same date as beforehand.

Now I have set the modification time to almost the same value, as it was beforehand. (Almost, because

the microseconds are different) Besides that, the access and the change time are different.




No problem, I can make it even more precise by specifying the whole date format including

microseconds and time zone.




And if I want to, I can even change the access time.




Only the ctime (change time) is not so easy to change. At least not with the touch command. For
changing the ctime you need to invoke the file system debugger or stuff like that. In the end, monitoring
my tnsnames.ora file changes by time is not so precise. So why not using the XFS extend attribute
feature to help me. e.g. I could create mdS check sums and when the check sum differs, I know that the

content was changed. Let’s do it with the root user.




But this is also not so secure. Even if done with root, it can easily be removed by the oracle user.

To overcome this issue, XFS uses 2 disjoint attribute name spaces associated with every filesystem

object. They are the root (or trusted) and user address spaces. The root address space is accessible only to
the superuser, and then only by specifying a flag argument to the function call. Other users (like the
oracle user in my case) will not see or be able to modify attributes in the root address space. The user
address space is protected by the normal file permissions mechanism, so the owner of the file can decide

who is able to see and/or modify the value of attributes on any particular file.

Ok. So let’s do it again by using the root (trusted) address space.



However, from the oracle user point of view, no attributes exist, even if you know the attribute you are
looking for.

You can take it even further, but adding another root attribute, e.g. the time when you created the mdS

checksum.



Now you have a good chance to find out if the file content was changed or not, by simply checking if the

file has a different check sum.

Conclusion

XFS extended attributes are quite powerful features and you can use them in a lot of scenarios. Take care
that you have a backup solution that support extended attributes, else you will lose all the information
once you restore your data.
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